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AHHOTAIUSA

B nanHOW cTaThe paccMaTpPUBAIOTCS NPOBOAMMBIE B Hamed cTpaHe pedopMbl 1O
(hopMHPOBaHUIO KYJIBTYPBI UCIIOJIb30BaHUs IHTepHEeTa cpeiu MOJIOACKU U UX MOMYJIIpU3aluu
Cpely IUPOKUX Macc.

KnioueBsbie ci10Ba: conyaibHbIe CETH, HH(POPMAIIMOHHBIH KPU3UC, III00aTN3als, HHTEPHET,
nH(pOpMaMOHHAsE 0€30I1aCHOCTD, TYXOBHOCTH, 00pa30BaHUE MOJIOICHKH.

Beenenue

Tot akr, uTo B Harell cTpaHe OCYLIECTBISAIOTCS MaciTabHble pehopMbl BO BeceX cdepax U YTo
BCE Mbl aKTMBHO YYacTBYeM B 3THX pedopMax, HECOMHEHHO, SIBJISIETCS HALIUM T'PaXIaHCKUM
70iAroM. B HBIHEIIHIOW 3MH0Xy TIo0anu3alud caMoe IJIaBHOE - BOCHHMTATh MOJOAEKb
HALMOHAJIBHO TPAMOTHOM, MATPHOTUYHOM, TYMaHHO! U TITy0OKO MbIcisimei [1-4].
CrpemuTenbHOE pa3BUTHE MHPOPMAIIMOHHBIX TEXHOJIOTUH B NOCIEAHHUE TOJbl HE MOXET HE
OKa3blBaThb CWJIBHOTO BIIMSHHUA Ha Bce cOObITHS U mpouecchl. Co3gaHne MeXaHU3MOB
HCIO0JIb30BaHUS HHPOPMAIIMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOTUI /1JI51 3aIUTHI MOJIOJIEKH OT
nH(pOpMalLUY, HAHOCALIEH Bpell €€ 3/I0pPOBbI0 U HPABCTBEHHOCTH, BHEJAPEHHUE HCIOIb30BAHMS
MIPOrpaMMHO-TEXHUYECKUX CPEACTB, HANpPAaBJIEHHBIX Ha 3alUTy JIeTell OT HENpPaBOMEPHOTO
MH(GOPMALIMOHHO-TICUX0JIOTHYECKOTO BO3/ECHCTBHS Ha CO3HAHHE JeTel, MoOYyXAeHHe UX K
3aHUMAaTbCs aHTUOOIIECTBEHHBIMU JICHCTBUSAMH, O€30MaCHBIM HCII0JIb30BaHNEM ceTu MHTepHeT
U CPE/ICTB MOOMIIBHOM CBSI3U; MPAKTUUYECKUMHU MEpPaMH, TAKUMHU Kak (POpMUPOBAHUE KYJIBTYPHI,
npopuIakTUKa TPUBBIKAHUSA K ceTH VIHTepHeT W MHTEpHET-UrpaM M  COBEPIIEHUS
MIPOTUBONPABHBIX JIEHCTBUH, O0ecrieueHne yJyacTusi OOIIECTBEHHBIX OpraHu3alMil U rpakJaH B
MPEeyNpPEeXACHUN O BPEIOHOCHON HMH(OPMALIMU. PACIPOCTPAHATHCS B COLMANIBHBIX CETSIX, U
MIPOBOJINTH MACCOBYIO MPOIAraHIuCTCKyI0 padboty [5-9].

B wactHOCcTH, Benmercss paboTa MO MPUHSATHIO 3aKOHOB, HAIPABJICHHBIX Ha MPOQUIAKTHKY,
60pp0y M yCTpaHEHHE YTrpo3bl SKCTPEMM3Ma, HANPABICHHBIX Ha YCTpPaHEHHE CUTYalui,
yrpoxaroonmx Oe3onacHoctd B Y30ekuctane. Kax ormerumn [lpesunent I.Mup3suées:
«OMnacHOCTh MEXYHAPOIHOTO TEPPOPU3MA, IKCTPEMHU3MA U PAIUKAIN3Ma BO3pacTaecT B MUpE,
B TOM 4HCJIE B OKPYXKAIOLIMX HAC PErHOHAaX, a B HEKOTOPBIX PErMOHax IPOJOJIKAKOTCS
BOOpYyKeHHble KOH(IUKTH. Takass HecTaOWiIbHasg cuTyauus TpeOyeT OT Hac HPHUHSITUS
COOTBETCTBYIOMIMX Mep» [10-14].

B wactHoCTH, HE OyeT MpeyBeIrueHuEeM cKa3aTh, YTO C ITUM CBSA3aHbI TyXOBHBIE YTPO3bI Uepe3
WuTepHer, pocT MHPOPMAIIMOHHBIX aTak, HalpaBJIEHHBIX Ha 3aXBaT CO3HaHHsS Moyoaexku. B
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OC06€HHOCTI/I, TAKUC BHUAbI MAHUITYJISALAA O6H.[CCTB€HHBIM CO3HAHUCM, KaK pa3MbIBAHUC

HallMOHAJIbHO-1YXOBHBIX LIEHHOCTEM, IPONAran/ia COBEPIICHHO YYyK/IbIX HAILIEMY MEHTaJIUTETy
MHO3EMHBIX [IEHHOCTEH, MPOTUBOPEUAIUX 30POBBIM YOESKICHUSAM PEIMTHO3HBIX BO33PEHUM,
JUIICHUE HAIMi UCTOPUYECKON MaMsATH, KHOEpHETHKA MOJYYMWIA IIUPOKOE PaclpoCcTpaHEHHE
[15-21].

Hatuck uadopmarmm, pa3beIaronifi CO3HAHHE MOJIOJIEKH, C KaXIbIM F0JIOM yCHINBAeTCs. MBI
HE MOXEM JKHTh B UX OKPY>KEHUH, IIOTOMY YTO PacCHpOCTpaHEeHUE MHPOPMAIIUTH HEBO3MOXKHO
3a010KkupoBaTh. DnekTpoHHbie CMU MoryT Jierko nepecekaTh HallMOHAIbHBIC TpaHUIlbl. Ha
JAHHBI MOMEHT MBI HE MOKEeM OTKa3arbca oT WT, komnproTepa, HHTEPHETA U COBPEMEHHBIX
anexktpoHHbIx CMU. B cBoeM BricTyIuieHnH Ha 72-i ceccuu ['enepanbaoit Accam6ien OOH 20
ceHtsa0ps 2017 rona [Ipe3uaeHT HaIIEH CTpaHbI 3aIBUII, YTO OCHOBHBIM (DAKTOPOM CIIOCOOHOCTH
MIPOTUBOCTOATH MOpAJbHBIM yrpo3aM U HHGOPMAIMOHHBIM aTakaM SBJISETCS HaceJeHHe,
O0COOCHHO «HAaMBaXHEHIIEH 3amayeil sBisieTcs (OPMHUPOBATH U BOCHHUTHIBATH MBIIUICHUE
MOJIO/IE’KU Ha OCHOBE IPOCBELLIEHUS.

Hawnnygmmii cioco6 obecriednTh 06€30MacHOCTh TM0JIb30BaTesei B IHTepHEeTe — 3TO pa3BUTHE
KYJbTYPBI €r0 UCIOJIb30BaHus. OHAKO KUOSPIIPECTYIUICHUS, UICOJIOTUICCKIE U TEXHUICCKHE
(xakepckue) HapylIeHUs!, paclpOCTPaHEHHbIE CETOHs B Mupe MHTepHeTa, BhI3BaHBI TEM, YTO
M0JIb30BATEIH HE CIEIYIOT HOpMaM MHTEPHET-KYyJIbTYphl. [locKkonbKy HHpOpMAIIHS MOCTyHaeT
yepes ObICTPBII HHTEPHET, OOJBIIMHCTBO €ro MOJIb30BaTeNeH COCTABISAIOT MOJIOIbIE JII0AU. B TO
BpeMs Kak wuH(opmanmoHHas cdepa aubepanusyercs, pa3dyHble MOJUTHYECKHE,
UJICOJIOTUYECKHE U HHbIE CHJIBI B CTPaHaxX OJIMYKHETO U AalibHero 3apyoexsns (okono 120 crpan
paboTaroT Haj oOpraHu3anyell WHPOPMALMOHHBIX aTaK) HCIOIB3YIOT CPEICTBAa MAacCOBOH
KOMMYHHKAIIMU B CBOMX KOPBICTHBIX MHTEpECax, 3JI0yNOTPeOIsSIOT cBOOOA0M MHPOPMALIUUA U
NaroT UH(GOPMAIIUIO MOJIOZIOMY MOKOJIEHHUIO, HE CEKPET, UTO, MOKa3bIBasi yrpo3bl, OH OTBJIEKAET
MOJIO/IEXKb, €1l1e He C(OPMUPOBABIIYIOCS B CBOEM CO3HAHHUHM U B3IJISIIaX HA )KU3Hb, U YKPETLISET
€e CTpeMJICHHE 3aHSATh UX YMBI M cepjia. B Mupe co3maH ps MpaBOBBIX MEXaHU3MOB IS
3alUThl MOJIOJICKU OT HE3JOPOBBIX HMH(POPMAIMOHHBIX TOTOKOB. Takke MATh Ba)KHBIX
WHULIMATUB, BBIABUHYTHIX [Ipesunentom lllaBkaTrom Mup3ué€eBbiM MO MOAHATHIO MOPAJIBHOTO
IyXa MOJIOJAEKH M COAEP)KATEeIbHOM OpraHu3aldd €€ Jocyra, B TOM YHCIE peanu3alus
MOCTAaBIEHHBIX 3aJa4 MO0 oOpraHu3zanud 3(P(HEKTUBHOTO HCMOJIB30BAHUS KOMIBIOTEPHBIX
TeXHOJIOTHH U ceTu WHTepHET cpeau HaceleHUs M MOJIOJIEKH, MPAKTHYHBI ISl IHPOKOTO
WCIIOIb30BaHUsT MH(GOPMAIIMOHHBIX M KOMMYHHUKAIIMOHHBIX TEXHOJOTUW B 3TOU cdepe u
TpeOYIOT pa3BUTHUS HMHHOBAIIMOHHBIX HCCIEeNOBaHUM. B Hamem Beke CTpEeMUTETHLHO
pa3BUBAOIMIMXCA WHOOPMAIMOHHBIX TEXHOJOTHH 53TO CUMTAETCA CaMbIM pa3yMHBIM H
MPAaBIWIBHBIM pelIeHHeM. B 1ensx HeJomylieHus MpeObIBaHUS HECOBEPIIEHHOIETHUX B
«MHTEpHET-Kade» U «KOMIBIOTEPHBIX KIIy0ax», AOCTyMa K caiTam, MpoIaraHaupyronuM
MOpaIbHOE U MOPATBFHOE PA3JIOKEHHE, OPTaHU3YETCS OOIIECTBEHHBIN KOHTPOIIb, Pa3bICHIIOTCS
00s13aHHOCTH POJIUTENCH MO OTHOLICHUIO K JAETSAM, IPUBIICKAIOTCS HAPYIIUTEIN K IPABOCYIUIO.
Ha nanHBIT MOMEHT OCHOBHOE BHHMAaHHE JODKHO OBITh COCPEAOTOYEHO Ha 3allluTe
HECOBEPIICHHOJETHUX OT MOPAJIBHBIX YIPO3 U MH(POPMAIITMOHHBIX aTaK BHYTPH dTOW CUCTEMBI.
He cekper, uto ocHOBHast popMa HHPOPMAITMOHHON aTaKu MPOUCXOIUT Yepe3 HHTEPHET-CETU U
MOOWIBHYIO CBSI3b.
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B Bek PIH(l)OpMaI_[I/II/I MOJIOABIC JIFOJU HYXKIAAOTCA B 3HAHUAX U OIBITC, 4TOOBI YMCTb

MOJIb30BAThCsl OCBENIaeMON MH(OPMAIUEi, B YaCTHOCTH, YMETh 3alMIIAThCS OT HE3I0POBOM
nHpOpPMAIIMY, YMETh NMPABHIBHO MOJIB30BATHCS CPEACTBAMU KOMMYHHKAIUU. B CBsI3U ¢ 3THM
OHU HYXXJAIOTCS B MOPAIBHOW W JAYXOBHOW MOJJCPKKE B3POCIBIX, OCOOCHHO pOAMTENCH U
nemaroroB. Ha camom zene, moka B HH(GOPMAIMOHHOM POCTPAHCTBE €CTh YTPO3bl, OTPAHUYUTh
Hallle HAIMOHAIbHOE HH()OPMAIIMOHHOE IPOCTPAHCTBO HEBO3MOXHO. [loaTomy co3manue
310pOBOI MH(OPMAIIMOHHOHN CPEJIBI TSI MOJIOJICKH M 3aLIUTA IETIOCTHOCTH €€ TyXOBHOTO MUPa
— OJTHA W3 HAIIMX TJIABHBIX 33]1a4.
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